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Modern Data Centers
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Modern Data Centers
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Modern Data Centers
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Modern Data Centers

Network processing cannot scale if implemented on
traditional networking infrastructure
like switches and middleboxes
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Modern Data Centers

L4 Load Balancing | Custom Address Spaces |

ACLs and Security Groups | QoS Enforcement
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Virtualize the Switch

L4 Load Balancing Policy X —> Policy Y
—> Network Virtualization :
Custom Address Spaces ACLs and Security Groups Policy Z —

QoS Enforcement >
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Virtualize the Switch

vSwitch
L4 Load Balancing Policy X —> Policy Y
+—> Network Virtualization :
Custom Address Spaces ACLs and Security Groups Policy Z —

QoS Enforcement >
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Virtualize the Switch

vSwitch
0000000
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End Host Networks
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End Host Networks
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End Host Networks
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vSwitches allow network policy processing
and physical infrastructure to
scale independently!
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Virtual Switches in the Data Center

VMs & Containers
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Virtual Switches in the Data Center

VMs & Containers
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Virtual Switches in the Data Center

Packet Processing Pipeline
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Some networking policies require
recursive application of rules, e.g.,
encapsulation and decapsulation actions
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Virtual Switches in the Data Center

Packet Processing Pipeline

Packet p Y ——
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Virtual Switches in the Data Center

Packet Processing Pipeline
k/—\
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Virtual Switches in the Data Center

— dEth—

Packet Processing Pipeline
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Virtual Switches in the Data Center

Packet Processing Pipeline

=
S --] dEth, dIP/24 i - ___'_-'_'____1'

| \_L_q

— dEth —dIP/24—

24



Virtual Switches in the Data Center

Packet Processing Pipeline

|

-1 Proto, sPort . B -

_____

— dEth — dIP/24 —dEth, dIP/24—>
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Virtual Switches in the Data Center

Packet Processing Pipeline
k/—\
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— dEth — dIP/24 —dEth, dIP/24—Proto, sPort—>
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Virtual Switches in the Data Center

Packet Processing Pipeline
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Virtual Switches in the Data Center

Packet Processing Pipeline
k/—\

[ |
: ______ B - dPort - - . . ___'_-'_'____1'

-l iy

— dEth — dIP/24 —dEth, dIP/24—Proto, sPort— Proto —dEth, dIP/24—>




Virtual Switches in the Data Center

Packet Processing Pipeline
k/—\

— dEth — dIP/24 —dEth, dIP/24—Proto, sPort— Proto —dEth, dIP/24— dPort —
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Virtual Switches in the Data Center

Packet Processing Pipeline
k/_\

— dEth — dIP/24 —dEth, dIP/24—Proto, sPort— Proto —dEth, dIP/24— dPort — dPort —>

Traversal



Virtual Switches in the Data Center

Traversal

— dEth — dIP/24 —dEth, dIP/24—Proto, sPort— Proto —dEth, dIP/24— dPort — dPort —=>
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Virtual Switches in the Data Center

Multi-table lookups are expensive
Traversal

— dEth — dIP/24 —dEth, dIP/24—Proto, sPort— Proto —dEth, dIP/24— dPort — dPort —=>
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Virtual Switches in the Data Center

Multi-table lookups are expensive
Traversal

— dEth — dIP/24 —dEth, dIP/24—Proto, sPort— Proto —dEth, dIP/24— dPort — dPort —>

l

single table Megaflow cache

33



Virtual Switches in the Data Center

Multi-table lookups are expensive

Traversal

— dEth — dIP/24 —dEth, dIP/24—Proto, sPort— Proto —dEth, dIP/24— dPort — dPort —>

Caches must be single table
for lookup speed

l

Megaflow

The traffic alone will guide
cache rule generation

34



Virtual Switches in the Data Center

Multi-table lookups are expensive CPUs are improving with Moore’s law
Traversal

— dEth — dIP/24 —dEth, dIP/24—Proto, sPort— Proto —dEth, dIP/24— dPort — dPort —>

l

Caches must be single table I The traffic alone will guide I
for lookup speed cache rule generation

® M egaflow

A
A single CPU should suffice to I
handle the whole vSwitch processing
v o



CPU performance has stagnated!

Relative bandwidth improvement
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Relative bandwidth improvement

100,000

10,000

1000

100 -
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CPU performance has stagnated!

Network

Microprocessor

(Latency improvement
= Bandwidth improvement)

1 10 100

Relative Latency Improvement

**“.. Except for networking,
we note that there were
modest improvements in
latency and bandwidth in the
other three technologies in
the six years since the last
edition: 0%-23% in latency and
23%-70% in bandwidth”

**Computer Architecture: A Quantitative Approach
John Henessy and David Patterson (6% Edition)
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CPU performance has stagnated!
ETHERNET SPEEDS
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How to Rearchitect the vSwitch for Tbps Era?
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How to Rearchitect the vSwitch for Tbps Era?

k/—\
bl 1 - B B B §Free--—-
\_/a
1'__$__\\
Q1: How to design an : :
. . . . 5
efficient, high hit rate cache: : 22 Cache I.
NuevomatchUP (NSDI'22) Elixir (NSDI'22) N o=~ 7

“Do packet classification with ML "Offload subset of Megaflow to
on dozens of CPUs for line rate”  limited SmartNIC TCAM memory”
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How to Rearchitect the vSwitch for Tbps Era?

+ARules
________________________ .
[ 1
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I . .
\ ! Q2: How to quickly evict stale cache
I ?? Cache | when vSwitch rules are updated?

_______
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How to Rearchitect the vSwitch for Tbps Era?
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|‘ I Open vSwitch (NSDI'15)
I 22 Cach : “When vSwitch rules are updated,
! /

revalidate the whole cache again”

Revalidation Cost
O(Entries)

Q2: How to quickly evict stale cache
when vSwitch rules are updated?
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How to Rearchitect the vSwitch for Tbps Era?

+ARules
T T e TN o e T e T e e YU R e e TS e \
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Q1: How to design an Open vSwitch (NSDI'15)

' |
e o . . \
efficient, high hit rate cache? . 'l “When vSwitch rules are updated,
\ / revalidate the whole cache again”

Revalidation Cost

- = - & O(Entries)
e 8 6 | |
Q2: How to quickly evict stale cache
G VS when vSwitch rules are updated?

VIRTUAL SWITCH 43



How to Rearchitect the vSwitch for Tbps Era?

-y e W o, e mm g

Q1: How to design an
efficient, high hit rate cache?

Q2: How to quickly evict stale cache

G VS when vSwitch rules are updated?

VIRTUAL SWITCH
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How to Rearchitect the vSwitch for Tbps Era?
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Q1: How to design an
efficient, high hit rate cache?
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Virtual Switches in the Data Center

Packet Processing Pipeline
k/_\

— dEth — dIP/24 —dEth, dIP/24—Proto, sPort— Proto —dEth, dIP/24— dPort — dPort —

Traversal

l

Megaflow

|



Virtual Switches in the Data Center

Packet Processing Pipeline
k/—\

— dEth — dIP/24 —dEth, dIP/24—Proto, sPort— Proto —dEth, dIP/24— dPort — dPort —

Traversal
Caches must be single table I The traffic alone will guide I
for lookup speed cache rule generation
® Megaflow

|



The Target Architecture has Changed

Traversal

— dEth — dIP/24 —dEth, dIP/24—Proto, sPort— Proto —dEth, dIP/24— dPort — dPort —>

l

I
SmartNICs have multi-table
P4 programmable pipelines
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The Target Architecture has Changed

— dEth — dIP/24 —dEth, dIP/24—Proto, sPort— Proto —dEth, dIP/24— dPort — dPort —>

It’s time for a clean slate
vSwitch cache design




Offload the vSwitch to SmartNIC Tables?

vSwitches provide an
infinite resource abstraction
to the controller

We can”’; lLimit the vSwitch
packet pipeline’s flexibility!!

SmartNIC pipelines have a
handful of tables and offer
limited control flow

— =




Cache Localities with Multiple Tables!

Traversal

— dEth — dIP/24—dEth, dIP/24—Proto, sPort— Proto —dEth, dIP/24— dPort — dPort =

|
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Cache Localities with Multiple Tables!

Traversal

— dEth — dIP/24—dEth, dIP/24—Proto, sPort— Proto —dEth, dIP/24— dPort — dPort =

|
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Caching Temporal Locality in the SmartNIC

Traversal

— dEth — dIP/24—dEth, dIP/24—Proto, sPort— Proto —dEth, dIP/24— dPort — dPort =

|
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Caching Temporal Locality in the SmartNIC

Traversal

— dEth — dIP/24—dEth, dIP/24—Proto, sPort— Proto —dEth, dIP/24— dPort — dPort =

|

Exact Matches
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Caching Temporal Locality in the SmartNIC

Traversal

— dEth — dIP/24—dEth, dIP/24—Proto, sPort— Proto —dEth, dIP/24— dPort — dPort =

Exact Match | Eth,IPTCP |

|
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Caching Temporal Locality in the SmartNIC

Traversal

— dEth — dIP/24—dEth, dIP/24—Proto, sPort— Proto —dEth, dIP/24— dPort — dPort =

Captures the active subset of traffic
but no benefit of multiple tables!
N 2

Exact Match

| Eth,IPTCP |

*One flow per cache miss

57



Caching Spatial Locality in the SmartNIC

Traversal

— dEth — dIP/24—dEth, dIP/24—Proto, sPort— Proto —dEth, dIP/24— dPort — dPort =

|
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Caching Spatial Locality in the SmartNIC

Traversal

— dEth — dIP/24—dEth, dIP/24—Proto, sPort— Proto —dEth, dIP/24— dPort — dPort =

|

Wildcard Matches

59



Caching Spatial Locality in the SmartNIC

Traversal

— dEth — dIP/24—dEth, dIP/24—Proto, sPort— Proto —dEth, dIP/24— dPort — dPort =

Wildcard Match | Eth,IP/24,TCP |

|
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Caching Spatial Locality in the SmartNIC

Traversal

— dEth — dIP/24—dEth, dIP/24—Proto, sPort— Proto —dEth, dIP/24— dPort — dPort =

Captures spatially co-located flows
but no benefit of multiple tables!
N 2

Wildcard Match

Eth,IP/24,TCP

*One traversal per cache miss
Traversal = set of flows

61



How about Partitioning the Traversal?

Traversal

— dEth — dIP/24—dEth, dIP/24—Proto, sPort— Proto —dEth, dIP/24— dPort — dPort =

|

62



How about Partitioning the Traversal?

Traversal

— dEth — dIP/24—dEth, dIP/24—Proto, sPort— Proto —dEth, dIP/24— dPort — dPort =

|
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How about Partitioning the Traversal?

Traversal

— dEth — dIP/24—dEth, dIP/24—Proto, sPort— Proto —dEth, dIP/24— dPort — dPort =

Eth,IP/24,TCP| |Eth,IP/24,TCP

|
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How about Partitioning the Traversal?

Traversal

— dEth — dIP/24—dEth, dIP/24—Proto, sPort— Proto —dEth, dIP/24— dPort — dPort =

Arbitrary partitions can generate
identical cache entries
that exhaust the cache space faster!

Eth,1P/24,TCP 'Eth,1P/24,TCP |

65



Packets

How about Smartly Partitioning the Traversal?

T=0

Eth/IP/TCP

Traversal

— dEth — dIP/24—dEth, dIP/24—Proto, sPort— Proto —dEth, dIP/24— dPort — dPort =

|
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Packets

How about Smartly Partitioning the Traversal?

T=0

Eth/IP/TCP

Traversal

— dEth — dIP/24—dEth, dIP/24—Proto, sPort— Proto —dEth, dIP/24— dPort — dPort =

‘l’ Misses: +1
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Packets

How about Smartly Partitioning the Traversal?

T=0

Eth/IP/TCP

— dEth — dIP/24—dEth, dIP/24—Proto, sPort— Proto —dEth, dIP/24— dPort — dPort =

Traversal

dEth,IP/24

dEth,IP/24

Proto,sPort

dPort

‘l’ Misses: +1
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Packets

How about Smartly Partitioning the Traversal?

T=0 Traversal

— dEth — dIP/24—dEth, dIP/24—Proto, sPort— Proto —dEth, dIP/24— dPort — dPort =

‘l’ Misses: +1

. dEth,1P/24 |

dEth,IP/24 || | Proto,sPort |
—>

Eth/IP/TCP




Packets

How about Smartly Partitioning the Traversal?

T=1
Traversals
Eth/IP/TCP — dEth — dIP/24—dEth, dIP/24—Proto, sPort— Proto —dEth, dIP/24— dPort — dPort —
Eth/IP/TCP dEth —— dIP/24 ——dEth, dIP/24—— Proto Proto, sPort—— dPort ——>

‘l’ Misses: +1

. dEth,1P/24 |

dEth,IP/24 || | Proto,sPort |
—>




Packets

How about Smartly Partitioning the Traversal?

T=1
Traversals
Eth/IP/TCP — dEth — dIP/24—dEth, dIP/24—Proto, sPort— Proto —dEth, dIP/24— dPort — dPort —
Eth/IP/TCP dEth —— dIP/24 ——dEth, dIP/24—— Proto Proto, sPort—— dPort ——>

‘l’ Misses: +2

. dEth,1P/24 |

dEth,IP/24 || | Proto,sPort |
—>




Packets

How about Smartly Partitioning the Traversal?

T=1

Eth/IP/TCP

Eth/IP/TCP

Traversals

— dEth — dIP/24—dEth, dIP/24—Proto, sPort— Proto —dEth, dIP/24— dPort — dPort =
Proto, sPort—— dPort ——>

dEth ——dIP/24 ——dEth, dIP/24—— Proto

] Proto,sPort \
‘l’ Misses: +2

. dEth,1P/24 |

dEth,IP/24 || | Proto,sPort |
—>

dEth,IP/24

72



Packets

How about Smartly Partitioning the Traversal?

T=1
Traversals
Eth/IP/TCP — dEth — dIP/24—dEth, dIP/24—Proto, sPort— Proto —dEth, dIP/24— dPort — dPort —
Eth/IP/TCP dEth —— dIP/24 ——dEth, dIP/24—— Proto Proto, sPort—— dPort ——>

‘l’ Misses: +2

ProtosPort || || dEth,IP/24 |
] Proto,sPort \

. dEth,IP/24

_ dEth,IP/24 |




Packets

How about Smartly Partitioning the Traversal?

T=2

Eth/IP/TCP

Eth/IP/TCP

Eth/IP  /TCP

Traversals

— dEth — dIP/24—dEth, dIP/24—Proto, sPort— Proto —dEth, dIP/24— dPort — dPort =
Proto, sPort—— dPort ——>

dEth —— dIP/24 ——dEth, dIP/24—— Proto
dPort —>

Proto, sPort

Proto

l Misses: +2

. dEth,1P/24 |

- dEth,IP/24 || | Proto,sPort |
—>

] Proto,sPort \

dEth, dIP/24

diP/24

— dEth

_ dEth,IP/24 |

Expected
Traversal
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Packets

How about Smartly Partitioning the Traversal?

T=2
Traversals
Eth/IP/TCP — dEth — dIP/24—dEth, dIP/24—Proto, sPort— Proto —dEth, dIP/24— dPort — dPort —
Eth/IP/TCP dEth —— dIP/24 ——dEth, dIP/24—— Proto Proto, sPort—— dPort ——>
Expected
Eth/IP /TCP —dEth diP/24 dEth, dIP/24 Proto Proto, sPort dPort — P
Traversal

l Misses: +3 |

EthIP/24,TCP |

Eth,1IP/24,TCP

Eth,IP/24 TCP




Packets

How about Smartly Partitioning the Traversal?

T=2

Eth/IP/TCP

Eth/IP/TCP

Eth/IP  /TCP

Traversals

— dEth — dIP/24—dEth, dIP/24—Proto, sPort— Proto —dEth, dIP/24— dPort — dPort =
Proto, sPort—— dPort ——>

dEth ——dIP/24 ——dEth, dIP/24—— Proto

dPort —>

Proto, sPort

Proto

l Misses: +2

. dEth,1P/24 |

- dEth,IP/24 || | Proto,sPort |
—>

] Proto,sPort \

dEth, dIP/24

diP/24

— dEth

_ dEth,IP/24 |
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Packets

How about Smartly Partitioning the Traversal?

T=2

Eth/IP/TCP

Eth/IP/TCP

Eth/IP  /TCP

Traversals
— dEth — dIP/24—dEth, dIP/24—Proto, sPort— Proto —dEth, dIP/24— dPort — dPort =
dEth —— dIP/24 ——dEth, dIP/24—— Proto Proto, sPort—— dPort ——>
Proto, sPort dPort —

Proto

diP/24 dEth, dIP/24

Capturing sub-traversals allows us to
share cache entries across flows

HIT!
Proto,sPort | || dEth1P/24 |

—{ Proto,sPort dPort

— dEth

—>t dEth,IP/24 |

vy

. dEth,IP/24

We found a cache hit for an
unseen traversal!
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Sub-Traversal Caching with Gigaflow

Sub-traversals shared across flows
as cache entries in the SmartNIC

Optimal sub-traversals as cache entries
capture pipeline-aware locality

*. Up to two orders of magnitude
Improvement in rule space coverage!

—> dEth,IP/2a Proto,sPort || || dEth,1P/24 |

vy

dEth,I1P/24 ™ proto,sPort dPort
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Sub-Traversal Caching with Gigaflow

Optimal sub-traversals as cache entries
capture pipeline-aware locality

*. Up to two orders of magnitude
Improvement in rule space coverage!

SmartNIC
MF I 32K
GF l

Real-World vSwitch Pipelines (Ps)

32K 32K 32K 32K I

?7? I
/

Rule Space Coverage of Megaflow 32K (MF)
vs Gigaflow 4x8K (GF) Cache

79



Capturing Pipeline-Aware Locality

Algorithm 1 Strawman Approach

Input: Set of traversals T = {t;.15...., txy}
COutput: Sub-traversals with maximum rule space coverage

This cost is proportional to active flows!
Keeps increasing with each cache miss!
Infeasible at line rate!

How to capture pipeline-aware locality
efficiently?

80



Capturing Pipeline-Aware Locality Efficiently

To goal is to maximize the rule space
coverage in the SmartNIC tables

This cross-product
maximized!

QPipeIine-Aware locality > Disjointedness

Maximize the field-level disjointedness
among consecutive sub-traversals
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Capturing Pipeline-Aware Locality Efficiently

To goal is to maximize the rule space

coverage in the SmartNIC tables

dEth,I1P/24 -

Proto,sPort

dEth,1P/24

L)

dEth,1P/24

dPort

~~\

Proto,sPort

dPort

—

>

QPipeIine-Aware locality - Disjointedness
Maximize the field-level disjointedness

among consecutive sub-traversals

This cross-product
rule space should be
maximized!
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Rules Spaces With Different Localities

Microflow Cache Megaflow Cache Gigaflow Cache

cache entry

traversals

flows
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Rules Spaces With Different Localities

Temporal Locality
Microflow Cache

cache entry

traversals

flows o

One flow per cache miss
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Rules Spaces With Different Localities

Temporal Locality Temporal
Microflow Cache Megaflow Cache

cache entry

traversals o
[ flows 00000
One flow per cache miss One traversal per cache miss

= Set of flows
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Rules Spaces With Different Localities

Temporal Locality Temporal
Microflow Cache Megaflow Cache Gigaflow Cache
cache entry
e traversals ©000@®
[ 00000 flows
One flow per cache miss One traversal per cache miss

= Set of flows
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Rules Spaces With Different Localities

Temporal + Spatial +
Temporal Locality Temporal + Spatial Locality Pipeline-Aware Locality

Microflow Cache Megaflow Cache Gigaflow Cache

cache entry

o traversals @ [ e e ®
[ 00000 fOW;0000000000000000000000000
One flow per cache miss One traversal per cache miss Set of traversals per cache miss

= Set of flows = Set of set of flows
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Disjointedness for Pipeline-Aware Locality

Traversal

— dEth — dIP/24—dEth, dIP/24—Proto, sPort— Proto —dEth, dIP/24— dPort — dPort =
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Disjointedness for Pipeline-Aware Locality

Traversal

— dEth — dIP/24—dEth, dIP/24—Proto, sPort— Proto —dEth, dIP/24— dPort — dPort =
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Disjointedness for Pipeline-Aware Locality

Traversal

— dEth — dIP/24—dEth, dIP/24—Proto, sPort— Proto —dEth, dIP/24— dPort — dPort =

ETH, Proto, ETH,
T | ETH 1IP/24 1IP/24 Port Proto IP/24 Port Port
raversa ° ° ° ° ° ° ° °
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Disjointedness for Pipeline-Aware Locality

ETH, Proto, ETH,
ETH 1IP/24 1IP/24 Port Proto IP/24 Port Port

Traversal ° ° ° ° ° ° ° °
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Disjointedness for Pipeline-Aware Locality

Disjointedness

boundary
ETH, Proto, ETH,
- | ETH 1IP/24 1IP/24 Port Proto 1IP/24 Port Port
raversa ° ° ° ° ° ° ° °
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Disjointedness for Pipeline-Aware Locality

Disjointedness

boundary
ETH, Proto, ETH,
- | ETH 1IP/24 1IP/24 Port Proto 1IP/24 Port Port
raversa ° ° ° ° ° ° ° °

ETH, IP/24, TCP
o o o o o o o o— 0

9102S
ssaupajulolsig
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Disjointedness for Pipeline-Aware Locality

Disjointedness

boundary
ETH, Proto, ETH,
- | ETH 1IP/24 1IP/24 Port Proto 1IP/24 Port Port
raversa ° ° ° ° ° ° ° °

ETH, IP/24, TCP

® ® o o o o o ° 0
ETH, IP/24 ETH, IP/24, TCP ETH, IP/24, TCP
® ° o o ® o o [ 0

Sub-Traversal Partitions
9.101S
ssaupajulolsig




Disjointedness for Pipeline-Aware Locality

Traversal

Sub-Traversal Partitions

Disjointedness

boundary
ETH, Proto, ETH,

ETH 1IP/24 1IP/24 Port Proto IP/24 Port Port
® ® ° ° ® ° ° °
ETH, IP/24, TCP
® ® o o o o o °

ETH, IP/24 ETH, IP/24, TCP ETH, IP/24, TCP
® ° R ® o o °
ETH, IP/24 ETH, IP/24, TCP Port
° ° ° ' o o ° ®
+2 ‘ +1

9102S
ssaupajulolsig
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Disjointedness for Pipeline-Aware Locality

Traversal

Sub-Traversal Partitions

Disjointedness

boundary
ETH, Proto, ETH,
ETH 1IP/24 1IP/24 Port Proto IP/24 Port Port
® ® ° ° ® ° ° °
ETH, IP/24, TCP
® ® o o o o o °
ETH, IP/24 ETH, IP/24, TCP ETH, IP/24, TCP
® ° R ® o o °
ETH, IP/24 ETH, IP/24, TCP Port
° ° ° ' o o ° ®
+2 | +1
ETH, IP/24 ETH, IP/24, TCP ETH, IP/24, TCP Port
° ° ° ' ' ° ° ®

9102S
ssaupajulolsig
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Disjointedness for Pipeline-Aware Locality

Traversal

Sub-Traversal Partitions

Disjointedness

boundary
ETH, Proto, ETH,
ETH 1IP/24 1IP/24 Port Proto IP/24 Port Port
® ® ° ° o ° ° °
ETH, IP/24, TCP
® ® o o o o o °
ETH, IP/24 ETH, IP/24, TCP ETH, IP/24, TCP
® ° R ® o o °
ETH, IP/24 ETH, IP/24, TCP Port
o () o o o o ) [
+2 ‘ +1
ETH, IP/24 ETH, IP/24, TCP ETH, IP/24, TCP Port
° ° oo ° oo [
ETH, IP/24 TCP ETH, IP/24  TCP
° ° o ° ° o o °
+2 +1 +1

9102S
ssaupajulolsig
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Disjointedness for Pipeline-Aware Locality

Disjointedness

boundary
ETH, Proto, ETH,
- | ETH IP/24 1IP/24 Port Proto IP/24 Port Port
raversa ° ° ° ° ° ° o o
- ETH, IP/24, TCP
® ® o o o o o ° 0
" ETH, IP/24 ETH, IP/24, TCP ETH, IP/24, TCP o
I5 L ° oo J o o ° 0 %)
x
£ ETH, IP/24 ETH, IP/24, TCP Port wn g-
& ° ° ° ° o o o o 3 8~
© +2 +1 = g
- ETH, IP/24 ETH, IP/24, TCP ETH, IP/24, TCP Port ® 3
© ) ° o o ) o o ° 0 o
|_I 25 et \ m
= i ETH, IP/24 TCP ETH, IP/24  TCP |
7 e ° ° ° ° ° o o 4
i +2 +1 +1 i

Disjoint Sub-Traversals



Disjointedness for Pipeline-Aware Locality

Traversal

Sub-Traversal Partitions

Disjointedness

boundary
ETH, Proto, ETH,
ETH 1IP/24 1IP/24 Port Proto IP/24 Port Port
) ° ° ° ° ° ° o
ETH, IP/24, TCP
° ° oo oo o ° 0
ETH, IP/24 ETH, IP/24, TCP ETH, IP/24, TCP
° ° oo ° oo ° 0
ETH, IP/24 ETH, IP/24, TCP Port
' ° ° [ R () [ 3
+2 | +1
ETH, IP/24 ETH, IP/24, TCP ETH, IP/24, TCP Port
° ° o o ° o o ° 0
| ETH, IP/24 TCP ETH, IP/24  TCP
() ° ° °® ° ° °® °® 4
+2 +1 +1

____________________________________________________________________________

Disjoint Sub-Traversals

94101S
ssaupajulolsig

Worst Case Overhead 5x

Amortized Overhead 2X

Software processing overhead of
Disjoint Partitioning in Gigaflow

Overall cost is negligible
because 90% of
cache misses are reduced
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Gigaflow Cache Implementation

Input Packet ( )

* I[Integrated in the Open vSwitch switch Forwarding Pipeline
& P 5| ~00aang--
o CaChe Offload for XI ll nx Alveo U250 % J Unrolled Traversal
(O] .
« Xilinx P4 SDNet for hardware tables g |
(8 LTM Rule Creati‘(;n & Installation
@vs p LTM Rules
Open vSwitch 0 Y .
] = GF, [ GF,[{GF; | ----{GF(—
Test of Time Award 5 || === =
NSDI| 2025 @ 5 Longest Traversal Match (LTM)
gg High-level view of the Gigaflow in OVS
Google

Summer of Code 100



vSwitch Pipelines and Traffic Workloads

Pipeline Description Tables Traversals
Ul: OFD CORD’s Openflow data plane abstraction (OFDPA) for HW/SW switch integration 10 5
U2: PSC An example L2L3-ACL pipeline implemented for the Pisces paper 7 2
U3: OLS OVN Logical Switch pipeline to manage logical virtual network topologies in OVS 30 23
U4: ANT Antrea pipeline implementing networking and security for Kubernetes clusters 22 20
U5: OTL Openflow Table Type Patterns (TTP) to configure L2L3-ACL policies using OVS 8 11

Real-world pipeline configurations
* tables, matching fields, traversals

Classbench® rulesets to populate multi-table rules
CAIDA? traces for realistic traffic patterns

filter set

§ | generator

Vieso

High/low locality environments
* high/low sub-traversal sharing opportunity
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https://news.microsoft.com/source/features/innovation/microsofts-virtual-datacenter-grounds-the-cloud-in-reality
https://www.cloudzero.com/blog/aws-data-center-locations

Performance Summary of Gigaflow
OFD;

100 -puig |

Gigaflow improves 80 - \DCPU ESmartNIC
OFD PSC OLS ANT OTL OFD PSC OLS ANT OTL

« #Cache misses by 90% 60 - 100-
* Rule space coverage by 450x T °)- T

. ®<<c§< RSOV IR IR @Qc§< RSOV IR IR
* #Cache entries by 18% a) High Locality b) Low Locality

* Forwa I‘ding latency by 30% Cache hit rate of Megaflow 32K (MF)
vs Gigaflow 4x8K (GF) for real-world pipelines

Hit Rate
Hit Rate %
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Gigaflow With Dynamic Workloads

100- |
0 T e
-la—') 85_ W
© 70- |
T s oMF :
I *GF ' New Workload
40- I I l | |
1 3 5 7 9

Time (min)

Cache hit rate of Megaflow 32K (MF)
vs Gigaflow 4x8K (GF) under dynamic workloads
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Home Getting Started Installation Benchmarks Jsage Guide Technical Details Contributing References

Artifact

A Pipeline-Aware Sub-Traversal Cache for Modern SmartNICs

GIGAFLOW

Learn More ASPLOS'25 Paper Watch the Talk Repository

How does Gigaflow work?

T=2 Traversals
. Eth/IP/TCP — dEth — dIP/24 —dEth, dIP/24—Proto, sPort — Proto —dEth, dIP/24— dPort — dPort —
E Eth/IP/TCP dEth ——dIP/24 ——dEth, dIP/24—— Proto Proto, sPort —— dPort ——>
Sub-traversal cache 3 e
Eth/IP /TCP I —dEth diP/24 dEth, dIP/24 Proto Proto, sPort dPort — |
° ° ° N N L e . Wae, e Traversal
Pipeline-aware locality
l Misses: +2
104

ﬁ Higher rule space coverage
J[ dEth,IP/24 ||_‘| Proto,sPort ]u[ dEth,IP/24 |u | dPort | L



How to Rearchitect the vSwitch for Tbps Era?

iARulesl
k/—\
—————— -1 B B B LE B EEEES
iACachel A
Q1: How to design an
efficient, high hit rate cache? 22 Cache

GvS

VIRTUAL SWITCH 105



How to Rearchitect the vSwitch for Tbps Era?

iARulesl
k”—\

\_/a

V iACachel
Cache sub-traversals to capture

pipeline-aware locality with a
Gigaflow cache Gigaflow

»

GvS

VIRTUAL SWITCH 106



How to Rearchitect the vSwitch for Tbps Era?

iARulesl
L——

u

V iACachel
Cache sub-traversals to capture

pipeline-aware locality with a
Gigaflow cache Gigaflow

»

. . 1l mrmomn FrAanlacms Fesionds ~
£ ~nives P eYalat-N WMYiTaY raYa
RAIN0) U .7 ( A1 VWV ‘ ORI J;‘:’ |
| QOGAIL W WEAWI N LA AYANAY A B

Q2: How to quickly evict stale cache
G VS when vSwitch rules are updated?

VIRTUAL SWITCH 107
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SIGCOMM 2026

EEEEEE

Kairo: Incremental Cache
Eviction for Modern vSwitches

Annus Zulfiqar
Ben Pfaff, Gianni Antichi, Muhammad Shahbaz
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Caching is Key to vSwitch Performance

Packet Processing Pipeline

k/_\

Traversals | =~

\_/a

_____

l

Cached Lookups

Gigaflow
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Caching is Key to vSwitch Performance

Packet Processing Pipeline

k/_—\
Traversals | =~ A i A G OB il
Cached Lookups Cache
— (Microflow, Megaflow, —>>
Nuevomatch, Gigaflow)




vowitch Rules are Updated Frequently

‘ Rule Updates (1)

Packet Processing Pipeline
k”_\

VAN AT

|

Cacheomokups Cache
. —

(Microflow, Megaflow, —>>
Nuevomatch, Gigaflow)




Rule Updates Follow Diverse Patterns

‘ Rule Updates (1)

Packet Processin, ~ Security Responses

A — Traffic Engineering

Tra%als "

[ Fault Recovery

Autoscaling

Telemetry & Monitoring

Cached’Dokups
() —

Cache

(Microflow, Megaflow, —>>

Nuevomatch, Gigaflow)
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Time-to-Eviction — Stale Cache Processing

‘ Rule Updates (1)

Packet Processin, ~ Security Responses

A — Traffic Engineering

Tra%als "

[ Fault Recovery

Autoscaling

Cached’Dokup
O

Telemetry & Monitoring

ime-to-Eviction (TTE)

- o o oy

\

s
L

Cache

I

I
(Microflow, Megaflow, B
Nuevomatch, Gigaflow) :

AS
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Solution? Revalidate the Whole Cachel!

‘ Rule Updates (1)

Packet Processing Pipeline

k/_—\
Traversals | ===~ A I I A B ol e
Cached Lookups Cache
— (Microflow, Megaflow, —>>
Nuevomatch, Gigaflow)




Solution? Revalidate the Whole Cachel!

‘ Rule Updates (1)

Packet Processing Pipeline

e
Traversals | ===~ 1 T
Regenerate Traversals
e Revalidation Cost
Dump Entries \() Evict Invalid Entries O(Entries)
Cached Lookups Cache
— (Microflow, Megaflow, —>>

Nuevomatch, Gigaflow)
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Solution? Revalidate the Whole Cachel!

‘ Rule Updates (1)

Packet Processing Pipeline

Y —
Traversals | ===~ 1 T
Regenerate Traversals
(1) Slower CPUs > = Revalidation Cost
Dump Entries \() Evict Invalid Entries O(Entries)
Cached Lookups Cache
— (Microflow, Megaflow, —>>

Nuevomatch, Gigaflow)
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Solution? Revalidate the Whole Cachel!

‘ Rule Updates (1)

Packet Processing Pipeline
k”_\

Traversals | ==""1 A I I A B ol e

Regenerate Traversals

(1) Slower CPUs EN 7~ Revalidation Cost

Dump Entries \() Evict Invalid Entries O(Entries)

Cached Lookups Cache

— (Microflow, Megaflow, —>>
. / Nuevomatch, Gigaflow)
(2) Faster Link Rates
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Solution? Revalidate the Whole Cachel!

‘ Rule Updates (1)

Packet Processing Pipeline
k”_\

Traversals | m==~~7 A I I A B ol e

Regenerate Traversals
(1) Slower CPUs ~

- Revalidation Cost
Dump Entries \() Evict Invalid Entries O(Entries)
Cached Lookups Cache
— (Microflow, Megaflow, —>>
. / Nuevomatch, Gigaflow)
(2) Faster Link Rates i

—

(3) High Hit Rate Caching
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Solution? Revalidate the Whole Cache!!

Slowdown in cache eviction has exacerbated
stale cache processing in modern vSwitches

Primary culprit?
Eviction cost scales with the size of the cache

Make cache eviction scale with update size,
not the cache size (AR, AE < E)

119



Traditional Database View Maintenance

Database DB ‘ Update ADB

sea e

//
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Incremental View Maintenance (IVM)

1

‘Update ADB
=3

Update ADB

Database DB

Eit

& Query A
RSN v a0

. <>View Updates
— AV
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Towards Incremental Cache Eviction

Revalidation
Cost @(E)

=3

Update (AR)
.
vSwitch Pipeline
| Trigger
wihare
¥

‘ E » AR

Cache

with E entries

(&) Traditional

Update (AR)

v

| vswitch Pipeline

IVviM

AE ¥

Cache

Eviction Cost
O(AR + AE)

with E entries
(b) KAIRD
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Incremental View Maintenance with DBSP

* A language and execution model
* Supports automatic incrementalization

° Key abstra Ctions: Input Packet Input Rule  +124 rules
Stream p \l/ \l/ Streeamr 24 rules
¢ Stream
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Incremental View Maintenance with DBSP

" A lan Hase and execution mOdel Input Packet Input Rule +124 rules
* Supports automatic incrementalization Stream p l l Streamr 24 rules

* Key abstractions: .
perators consume
e Stream deltas (Ap, Ar)

p2 \

» Operators (incremental by design) T select P
| |
1 1
|
! map groupby i
1 1
I , |
i aggregate join :
X /

——————————————————————————
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Incremental View Maintenance with DBSP

" A lan Hase and execution mOdel Input Packet Input Rule  +124 rules
* Supports automatic incrementalization Stream p Streamr  -24  rules

* Key abstractions: These circuit operates circuit.step()
° St ream on deltas (Ap, Ar, Ac)

* Operators (incremental by design)

e Circuits Output Cache

Stream ¢

+1174 entries
-1174 entries
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Incremental View Maintenance with DBSP

C1: How to represent the vSwitch pipeline
as an incremental circuit?

C2: How to control execution of
Kairo circuits tovminimize the TTE?

C3: How to support arbitrary recirculation
across vSwitch tables?

C4:. How to update circuits at runtime
when rule updates add new traversals?
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Incremental View Maintenance with DBSP

C1: How to represent the vSwitch pipeline
as an incremental circuit?

C2: How to control execution of
Kairo circuits to minimize the TTE?
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Understanding Tuple Space Search

Openflow Table

Arbitrary / iﬁ
Wildcards
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Understanding Tuple Space Search

Openflow Table

Wildcard Group / \

eth_dst= ef:12:83:a5:90:72, tp_dst=1500

(Tuple)
eth_dst=93:26:71:c4:15:a1, tp_dst=9600

ip_src=10.12.136.%, tp_src= 1900
ip_src=172.16.96.%, tp_src= 2800

ip_dst=10.12.*.*
ip_dst=172.16.*.*

Each tuple is just an exact match!
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Understanding Tuple Space Search

Input Packet P

Openflow Table |

—

...........................................................

Wildcard Group
(Tuple)
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Understanding Tuple Space Search

Input Packet P

e —(J T

Wildcard Group | ‘ ‘ ‘
(Tuple) \l/ Output Matches
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Understanding Tuple Space Search

Input Packet P

e —(J T

Wildcard Group | ‘ ‘ ‘
(Tuple) v Output Matches

[ Sort By Priority ]

Highest Priority
Matching Rule
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C1: Represent vSwitch Lookups in DBSP

Wildcard Group
(Tuple)

133

Tuple Space Search DBSP Circuit



Step 1: Implement a Tuple (Exact Match) in DBSP

[><] p = t; |€<— equi-join
cartesian product
when packet fields

match tuple fields t;

134

Tuple Space Search DBSP Circuit



Step 2: Support Arbitrary Wildcards

...........................................................

Wildcard Group
(Tuple)

135

Tuple Space Search DBSP Circuit



Step 2: Support Arbitrary Wildcards

[><]P: tq

[><]P: )

[><]P= t3

Tuple Space Search

W

equi-join
cartesian products when
packet fields match
tuple fields tq, t,, t3, t4

DBSP Circuit
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Step 2: Support Arbitrary Wildcards

Input Packet P

e300 3
0 -

Wildcard Group
(Tuple) Output Matches

137

Tuple Space Search DBSP Circuit



Step 2: Support Arbitrary Wildcards

Input Packet
Stream p

|
\ \'4

D<lr=t|D<r=1t

[><]P= t3

Tuple Space Search

W

equi-join
cartesian products when
packet fields match
tuple fields tq, t,, t3, t4

DBSP Circuit
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Step 2: Support Arbitrary Wildcards

Input Rule
Input Packet Streamr
Stream p divide rules by tuples :
| = — — SRR MTRETETEETRTRATI Y — — e e 4
| 1 1 1 1
.t .t 't 't
Vv v 1 v v t2 vV v '3 V_ Vv

equi-join
cartesian products when
packet fields match
tuple fields tq, t,, t3, t4

139
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Step 2: Support Arbitrary Wildcards

Tuple Space Search

Input Rule
Input Packet Streamr
Stream p divide rules by tuples :
1
| . HEE
T T 1 1
VAS| v b2 v vt
D<r=t||D<r=t||D]pr= D<lp=t
equi-join | My m, ms my
V V V
Match Streams
140

DBSP Circuit




Step 3: Support Rule Priorities

Input Packet P

e300 0

<~ T 1T T

Wildcard Group
(Tuple) Nk Output Matches

[ Sort By Priority ]

Highest Priority
Matching Rule

141

Tuple Space Search

DBSP Circuit



Step 3: Support Rule Priorities

Input Packet

Input Rule
Stream r

Strea|m p divide rules by tuples :
=== ————— Jm——_——————— L e e - 4
vt v b2 v 13 VA
equi-join | My ms ms my
Match Streams

? stream union

groupby Pid

Tuple Space Search

\l/%

DBSP Circuit

Match Groups by
Packet IDs
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Step 3: Support Rule Priorities

Input Packet

Input Rule
Stream r

? stream union

groupby Pid

select Pprio

Tuple Space Search

s

DBSP Circuit

Stream p divide rules by tuples :
| |- = === ====="= i I____':'_____________';
vl v L2 v 3 v la
sztl Np=t2 Np=t3 Np=t4
equi-join | My ms ms my
Match Streams v

U < Match Groups by

Packet IDs

Single Rule Matches

by Packet IDs
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Step 4: Support Actions

Input Packet P

e300 0

<~ T 1T T

Wildcard Group
(Tuple) Nk Output Matches

Sort By Priority ]

N

[ Execute Action ]%

Updated Packet

Highest Priority
Matching Rule

144

Tuple Space Search

DBSP Circuit



Step 4: Support Actions

Tuple Space Search

Input Rule
Input Packet Streamr
Stream p divide rules by tuples :
| I=TTT-=-=-=-======= L I____':"_'_'____'_'_';
vl v L2 v 3 v la
D<r=t|IDr=6|1D]r=t:| |D><]p =t
equi-join | My 7| My \l// mg _—>|my
Matches contain ? stream union
rules and packets

groupby Pid

Z Match Groups by
Y Packet IDs

select Pprio

Single Rule Matches

E by Packet IDs

145
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Step 4: Support Actions

Input Packet
Stream p

Input Rule
Stream r

divide rules by tuples :

equi-join | M4 i m;, | m3 _—> My

L

Matches contain
rules and packets

Output Packet Stream p’
Updated by Actions

Tuple Space Search

? stream union

groupby Pid

V < Match Groups by
Packet IDs

select Pprio

Single Rule Matches
<—
Y by Packet IDs

map taction

—

146
DBSP Circuit




But How Do We Evict Cache Entries?

d Input Rule N
I/ Input Packet Stream 1 \I
[ Stream p divide rules by tuples : [
Y g g g I
| | | k ; : |

] 1
! v vl v v b2 v vis v vis
! D<r=tl||{Dr==t6|1D]r=t||D<]p =t |
: equi-join | My g m, > mz > |my :
L ! | :
: Matches contain ? stream union :
| rules and packets I
; groupby Pid ;
: U < Match Groups by I
I Packet IDs I
| select Pprio |
' 2 Single Rule Matches !
: Y by Packet IDs :
| , map taction I
\ Output Packet Stream p \l/ /
V. Updated by Actions > L’

__________________________________ 147



But How Do We Evict Cache Entries?

Input Packet Input Rule +124 rules
Stream p Stream1T 24 rules

circuit.ste
P() These streams operate

on deltas (Ap, Ar, Ap’)

Output Packet
Stream p’

+1174 packets
-1174 packets
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But How Do We Evict Cache Entries?

Packet Processing Pipeline

Traversals | ==~ 1 - 1 ] e
N Input Packet Input Rule
Stream p Stream r
Cache Misses Cache Install
These streams operate
on deltas (Ap, Ar, Ap')
\%
Output Packet
Cached Lookups Cache Stream p’
— (Microflow, Megaflow, >
Nuevomatch, Gigaflow)
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But How Do We Evict Cache Entries?

Packet Processing Pipeline

Traversals | -1

}- k- - F1 e
Input Packet
N\ Input Rule
ackets + cache keys X
P Y Stream p Streamr
Cache Misses Cache Install
These streams operate
on deltas (Ap, Ar, Ap') Output Packet
A4 Stream with
cache keys p’
Cache

Cached Lookups

(Microflow, Megaflow,
Nuevomatch, Gigaflow)
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But How Do We Evict Cache Entries?

Packet Processing Pipeline Ay

| vSwitch Rules

Traversals | -1

Cache Misses

packets + cache keys

Input Packet
Stream p

v

Cache Install

These streams operate
on deltas (Ap, Ar, Ap’)

Cached Lookups

Cache

(Microflow, Megaflow,
Nuevomatch, Gigaflow)

Input Rule
Stream r

Output Packet
Stream with

cache keys p'
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But How Do We Evict Cache Entries?

Packet Processing Pipeline Ay

| vSwitch Rules

Traversals | ———--

packets + cache keys

Input Packet Input Rule
Stream p Stream r

Cached Lookups

Cache Misses Cache Install
A4
Cache <
(Microflow, Megaflow, >

Nuevomatch, Gigaflow)

Output Packet
These streams operate Stream with
on deltas (Ap, Ar, Ap') / cache keys p’

project Prey
I

DN

Stream of Updated
Cache Entries ¢
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But How Do We Evict Cache Entries?

Traversals | -1

, . vSwitch Rules Rule Updates (+
Packet Processing Pipeline \}/ P (£)
k/_\
k- y- - 1 eee---
A Input Packet Input Rule  +124 rules
packets + cache keys Stream p Steamr -24 rules

Cache Misses

v

Cache Install

Cached Lookups

Cache

(Microflow, Megaflow,
Nuevomatch, Gigaflow)

Output Packet
These streams operate Stream with
on deltas (Ap, Ar, Ap') / cache keys p’

project Prey +1174 packets

| -1174 packets
X

Stream of Updated
Cache Entries ¢
+1174 entries
-1174 entries
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But How Do We Evict Cache Entries?

When rules are updated, a circuit step
produces updated matches that we use to
evict invalid cache entries
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But How Do We Evict Cache Entries?

When rules are updated, a circuit step
produces updated matches that we use to
evict invalid cache entries

B Iterative [l Bruteforce B Kairo
':IFD

%% ffff

P4 P5
Update Patterns

16.7x faster
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But How Do We Evict Cache Entries?

When rules are updated, a circuit step
produces updated matches that we use to
evict invalid cache entries

16.7x faster

B Iterative [ ELLgefnr-::e M Kairo Overhead %

Setup Time CPU Util. Memory

o
|

E

E _‘c_ 19.4% 0.27% 43.2%

W 1+:r1 I

I-':-' 1072- Despite additional state, Kairo incurs

moderate resource overheads
P4 P5

Update Patterns
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Step 5: Support Control Flows

Input Packet Input Rule
Stream p Streamr

These streams operate
on deltas (Ap, Ar, Ap’, Ac)

Output Packet Cache Eviction
Stream p’ Stream ¢
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Step 5: Support Control Flows

Table v To Table x
Input R
3 To Table y Input Packet nput Rule
Stream p Stream 1
To Table z A
(@) Multi-Table Fan-Out v These streams operate

on deltas (Ap, Ar, Ap’, Ac)

Output Packet Cache Eviction
Stream p’ Stream ¢
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Table v To Table x
—_—> To Table y
To Table z

(a) Multi-Table Fan-Out

From Table a Table v

From Table b

E——

From Table ¢

(b) Multi-Table Fan-In

Tuple Space Search

Input Packet
Stream p

Step 5: Support Control Flows

Input Rule
Stream r

Av These streams operate

Output Packet
Stream p’

on deltas (Ap, Ar, Ap’, Ac)

Cache Eviction
Stream ¢

DBSP Circuit
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Step 5: Support Control Flows

Table v To Table x
—_—> To Table y
To Table z
(a) Multi-Table Fan-Out
From Table a Table v
From Table b —>

From Table ¢

(b) Multi-Table Fan-In

Tuple Space Search

Input Packet
Stream p

4,

Input Rule
Stream r

Cache Eviction
Stream ¢

filter filter filter
To Tablex ToTabley To Tablez

W

Output Packet
Streams p’

DBSP Circuit

These streams operate
on deltas (Ap, Ar, Ap’, Ac)

Filter by
next table ID
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Step 5: Support Control Flows

From Tablea From Tableb From Table c
Input Packet

Table v To Table x | V < / Streams p

Input Rule
Stream r

These streams operate
on deltas (Ap, Ar, Ap’, Ac)

Output Pacll<et S Cache Eviction
From Table a Table v Stream p Stream ¢

Input Packet
Stream p

—_—> To Table y

To Table z

(a) Multi-Table Fan-Out

Filter by
next table ID

From Table b —>

filter filter filter

v vV

To Tablex ToTabley To Tablez

W

Output Packet
Streams p’

DBSP Circuit

From Table ¢

(b) Multi-Table Fan-In
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C2: Controlling Kairo Execution

Input Packet Input Rule
Stream p Stream r

These streams operate
on deltas (Ap, Ar, Ap’, Ac)

Output Packet Cache Eviction
Stream p’ Stream ¢
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Controlling Kairo Execution

Input Rule

r, / Stream r

Input Packet

Stream p’
Stream ¢ Cy

Cache Eviction /
These streams operate
on deltas (Ap, Ar, Ap’, Ac)
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Controlling Kairo Execution

1

7,'S Tt ru
P1 A P2 Ps A Ps+1 Pt A Pt+1 Pu A Pu+1
1 S t u
CS Ct Cu

C1
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Controlling Kairo Execution

Only rules in table Ag
are updated

r +124 rules r,

|S -24 rules

Pn
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Controlling Kairo Execution

Only rules in table Ag
are updated

\ +124 rules
T r
! ° 24 rules Tu
P1 ‘ P2 Ds+1 ‘ P . Pu+1
1 ® 6 ©o ® 6 ©o ® 0 ©o
C1
+1174 entries

/ Cs +1 174 packets  Ct Cu
-1174 entries

-1174 packets

Pn
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Controlling Kairo Execution

Only rules in table Ag
are updated

T \ r. 124 rules

° 24 rules

This compute triggered in all remaining circuits
is not needed to evict cache entries!

€1 / Cs +1174 packets t
-1174 packets +1174 packets +1174 packets
+1174 entries -1174 packets 1174 packets

-1174 entries

Only rule updates Packet updates carry only the
trigger cache evictions! state update for circuits

167



Controlling Kairo Execution

Only rules in table Ag
are updated

T \ r. 124 rules

° 24 rules

This compute triggered in all remaining circuits
is not needed to evict cache entries!

€1 / Cs +1174 packets  Ct  +1174 packets  Cu +1174 packets Cn

-1174 packets 1174 packets ]
+1174 entries P 1174 packets

-1174 entries  Compute beyond the last updated table can be
deferred to evict stale cache immediately!

Need a way to retain intermediate packet state
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Controlling Kairo Execution with Gates and T .4,

Only rules in table Ag
are updated

Gates closed

r +124 rules
S
-24 rules

N

+1174 entries Gate closed, no further

Gate open, -1174 entries propagation of packets
packets go through...

Lightweight gate operators are embedded in circuits
to evict cache entries and retain packet state
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Controlling Kairo Execution with Gates and T .4,

A configurable timer T,,,, triggers the release of retained
packet state to allow state convergence in idle periods

. Gates open | n;

T r0p €Xxpires, all gates open,
packet state converges across all circuits
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Rule Update Patterns, Pipelines, and Traffic

Pattern Description Reported Updates (#/%)
P1: Security Firewall/ACL periodic rule changes, security responses (e.g., to DDoS) 1005/ 6.0%
P2: Pruning Redundant/under-utilized ruleset cleanup from enterprise firewalls 1668 / 10.0%
P3: Recovery Traffic engineering, fault recovery (link/node failures) 300/2.1%
P4: Elasticity Server load balancing, auto-scaling backends/pool membership changes 110/ 0.8%
P5: Telemetry Traffic monitoring by ISPs, temporary rules for debug/exceptions 500 / 3.5%

* Gigaflow Pipelines and Traffic
* Real-world pipeline configurations

* Update patterns based on reported numbers
* Either asrule set % or number of rules
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Performance Summary of Kairo

Kairo in Open vSwitch:

* reduces time-to-eviction (TTE) by 18x (max 30x)

* reduces stale cache processing by 35.5x (max 130x)
* supports ~7x more cache entries at 400Gbps

* has noimpact on end-to-end performance
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Stale Cache Processing with Kairo

35.5x lower \

B iterative [ Bruteforce B Kairo

ol el e e

P3 P4 P5
Update Patterns

Update Patterns Update Patterns

Update Patterns
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Speedup in Time-to-Eviction (TTE)

B Iterative M Bruteforce B I{airu 18x faster ‘
% 0%- 1[]'2 PSC 102 1 {] ANT
=] 1 m -m _
4 'r 107 f II'J 10° r.
E = 1- 1-
@ 1{]_1 107"~ 1[].—1 “]—1
I-I:-I 10 107 1“'2 102

P5 P2 P3 P4 P5 P2 P3 P4 P5 P2 P3 P4 P5

Update Patterns Update Patterns Update Patterns Update Patterns
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Time-to-Eviction (TTE) vs Update Size

Gates and Tp,,, help tremendously at bigger updates

OFD PSC oLS ANT
320 - - > > > . 360 - i - o -~ i 1900 -

— a840- J/,-
[Ty _ * |terative _ _ I > - - -
= 240 « Kairo (~Gate, —Prop) 270 1425 630
E 160 - = Kairo 180 - a50- 420-
I: 80 - ap - 475- - - - 210~
0- """ g —— 0- s—s—s—2—2V )
2% 4% 6% 8% 10%: 2% 4% 6% 8% 10%: 2% 4% 6% 8% 10% 2% 4% 6% 8% 10%

Update Size in % (cache size: 100K)

Kairo’'s TTE scales with the size of the update!
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Kairo Summary

* Uses Incremental View Maintenance
* Evicts stale cache entries incrementally
* Scales with update size, not cache size
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How to Rearchitect the vSwitch for Tbps Era?

iARulesl
L——

u

V iACachel
Cache sub-traversals to capture

pipeline-aware locality with a
Gigaflow cache Gigaflow

»

. . Il i Franlaan Evitakl s
K 21reN (| 20°ONA =\/ICTINAN
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Q2: How to quickly evict stale cache
G VS when vSwitch rules are updated?
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How to Rearchitect the vSwitch for Tbps Era?

iARulesl
L——

u

V iACachel
Cache sub-traversals to capture . . .
Use incremental view maintenance

ipeline-aware locality with a ) )
PIp y to evict stale cache entries

»

Gigaflow cache Gigaflow in O(AR + AE) time
. I
I I o

GvS
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Thank you!
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